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Agenda

A Spectrum of cybesecurity threats to the bulk
power and distribution systems

A Cybersecurity institutional landscape
A What is the proper role for state regulators?
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Technology Landscape

A A new digital world order
A Lingering legacy

| A Hyper-embeddedness
A Cyber-kinetic impacts

The National Electric Sector Cybersecurity Organization
(NESCO) is a D@mBded EnergySec Program




Cybersecurity Landscape -%.

RITY ORC
Energy

A Research, espionage,
organized crime, warfare

A Isolation myths
A Bolt-ons are complex
A Engineering vs Security

A Nation state quality
defense Is the norm

The National Electric Sector Cybersecurity Organization
(NESCO) is a D@mBded EnergySec Program



Advantage: Adversaries

A Intelligent, adaptive
\‘\ \ adversaries exist, and
‘/ ® they dond follow the
@ rules or compliance
checklists

A Sufficient motive,
means and opportunity
exist for potential

The National Electric Sector Cybersecurity Organization
(NESCO) is a D@mBded EnergySec Program
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TwitBookBlogosphere

m Login Join Twitter!

Nice attack scenario shown by Andrei
Costin at #t2infosec - you could hack a
laser printer so it stops the paper in the
fuser, igniting it.

about 12 hours ago via Mobile Web
Retweeted by 21 people

@reversemode
gl ¥ Rubén Santamarta

Regarding missile failures, insecure BAS

may pose risks http://yfrog.com/6ggvpp
reporting to the ics-cert...
2 minutes ago via TweetDeck Favorite Retweet + Reply

Utah National Guard Armory's
Id=

mlkkO h\/pponen Username:

Mikko H. Hypponen

Password:

Login Join Twitter!

Securing critical infrastructure at a
snail's pace http://bit.ly/gHgn3d Why
bother with kinetic attacks at all?
#cyberwar #infosec #security

about 22 hours ago via web
Retweeted by 2 people

-.h ArtKingston

Login Join Twitter!

I'll be presenting "SCADA Trojans:
Attacking the grid"
odays+maths+RE+substations...at
#rooted2011 http://bit.ly/fKfAme

4 minutes ago via TweetDeck

Retweeted by 1 person

5] reversemode

Rubén Santamarta

Arthur Kingston

The National Electric Sector Cybersecurity Organization
(NESCO) is a D@mBded EnergySec Program



Research and Disclosure

46 zero-day SCADA vulnerabilities issued a two-week span

SCADA TROJANS

Luigi Auriemma
aluigi@autistici.org
ADVISORIES

News

Advisories The complete archive of my advisories about software security vulnerabilities found by me
Proof-of-concepts

Research P
Stack overflow in Microsoft HTML Help 6.1 (CHM files)
Fake_players_bug 15 a0 2011: adv - PoC - chm_1

ATTAC Kl N G T H E G Rl D i Vulnerabilities in Microsoft Reader 2.1.1.3143/2.6.1.7169

Password_recovery
11 Apr 2011: adv1 - adv2 - adv3 - adv4 - adv5 - msreader_1/5

R U B E N SA N TA M A RTA :ayl;:ﬁc DoS vulnerabilities in Microsoft Host Integration Server 2010 8.5.4224.0
/ROOtGdO 2 01 1 Tesli‘-le-Toolz 11 Apr 2011: adv - snabase_t

Vulnerabilities in Siemens Tecnomatix FactoryLink 8.0.1.1473(SCADA)
3-4-5 Marzo 2011 ] 21 Mar 2011: adv1 - adv2 - adv3 - adv4 - adv5 - adve - factorylink_1/6

Madrid = Vulnerabilties in Iconics GENESIS32 9.21 and GENESIS84 10.51(SCADA)
21 Mar 2011: adv1 - adv2 - adv3 - adv4 - adv5 - adv6 - adv7 - adv8 - adv9 - adv10 - adv11 - adv12 - adv13 - genesis_1/13

Vulnerabilities in 7-Technologies IGSS 8.00.00.11059(SCADA)
21 Mar 2011: adv1 - adv2 - adv3 - adv4 - adv5 - adv6 - adv7 - adv8 - igss_1/8

backup.aluigi.org Vulnerabilities in DATAC RealWin 2.1 (Build 6.1.10.10)(SCADA)
mrror.aiug.og 21 Mar 2011: adv1 - adv2 - adv3 - adv4 - adv5 - adv6 - adv7 - reaiwin_2/8
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Solutions

A Equipped, empowered r
and engaged people |

A Protection, detection,
response

A Defense in depth
A Drills, exercises
A Options, spares

The National Electric Sector Cybersecurity Organization
(NESCO) is a D@mBded EnergySec Program



Questions?

Non-profit. Independent. Trusted.

Patrick C Miller, President and CEO

The National Electric Sector Cybersecurity Organization
(NESCO) is a D@mBded EnergySec Program



