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Presenters

ÅMark Weatherford, NERC Vice-President and 
Chief Security Officer

ïFormerly chief information security officer in 
California and Colorado

ÅPatrick Miller, President of EnergySecand 
Principle Investigator for the National Energy 
Sector Cyber-security Organization

ïForum WECC Manager of CIP Audits and 
Investigations 



Agenda

ÅSpectrum of cyber-security threats to the bulk 
power and distribution systems

ÅCyber-security institutional landscape

ÅWhat is the proper role for state regulators?
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The National Electric Sector Cybersecurity Organization 
(NESCO) is a DOE-funded EnergySec Program

Technology Landscape

ÅA new digital world order

ÅLingering legacy

ÅWidespread connectivity

ÅSize matters

ÅHyper-embeddedness

ÅCyber-kinetic impacts
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Cybersecurity Landscape

ÅResearch, espionage, 

organized crime, warfare

ÅIsolation myths

ÅBolt-ons are complex

ÅEngineering vs Security

ÅNation state quality 

defense is the norm
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Advantage: Adversaries

ÅIntelligent, adaptive 

adversaries exist, and 

they donôt follow the 

rules or compliance 

checklists

ÅSufficient motive, 

means and opportunity 

exist for potential 

impacts to ICS
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Anonymous Recon

Berkeley Cyclotron HMI images
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TwitBookBlogosphere
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Research and Disclosure

46 zero-day SCADA vulnerabilities issued a two-week span
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Solutions

ÅEquipped, empowered 

and engaged people

ÅProtection, detection, 

response

ÅDefense in depth

ÅDrills, exercises

ÅOptions, spares
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Questions?

Patrick C Miller, President and CEO

patrick@energysec.org

503-446-1212

Non-profit.  Independent.  Trusted.


